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JPMorgan Chase & Co Chairman and CEO Jamie Dimon.(AFP Photo / Chip Somodevilla)



http://techorange.com/2013/12/30/comments-on-bitcoin-from-paul-krugman/
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Bitcoin is a bubble - Nobel Laureate in Economics

Robert ). Shiller, Sterling Professor of Economics at Yale University attends a session at the annual
meeting of the World Economic Forum (WEF) in Davos January 24, 2014, (Reuters / Deris Balibouse)
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Amount SXC 16000.000000C o LTC - USD Chart

Price Per SXC 0.10000002 (tTe)

Total (LTC) 1600.00032000 ﬁ
0.30% Fee (LTC) 4.80000096

Net Total (LTC) 1585.20031904

16000 SXC Available [T it ]
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HELRERTHE 2010 4 5 F HHARHYSSCEFE (Cyber War) e R  —HERREIZR B2 5 —(HE%
YRR Eiass AT THBERAEERLI Ty » R EFEEBUTZ 2% % Richard A. Clarke -

MEBBEZ2010FESEHHEERN
mXEH hERS:
N

—EREERSEE
5 — (BB 5 S S i A4S
. PR fTRIRIZERIIBELITS .,

10 NATIONAL SECURITY
g
AND WHAT T0 00 ABOUT IT < X
"= P, -
1 ESTIELLNS M 7 Gt ars Emery . * " -

J A. “ _ Richard A. Clarke
CLARKE: = [

)

(OB N ) WA R TS TR - B REETE E William J. Lynn 7 T
FE T A T A P — TR P, - B P E A R I 2
DURAZEREZ b+ BESE R B — TR (T8, -

"G > hAARCSIELRTE

MR BA—EHNBBIEL -
ﬁ%%i%gﬁkﬁﬁ‘ﬁﬂ‘ﬁm'

B2 KZE) I
RESE DN BN — BEMERETH, RGN

NEW STRATEGY

As a doctrinal matter, the Pentagon has formally recognized cyberspace as a new

William J. Lyl'ln domain of warfare. Although cyberspace is 2 man-made domain, it has become just

— ] — o) .. g . . 1 1 T H
ii‘tg HﬁsﬂE as critical to military operations as land, sea, air, and space. As such, the military

must be able to defend and operate within it. To facilitate operations in cyberspace,

the Defense Department needs an a riate organizational structure. For the past

1F 2000 45 » FBARS B B /A BB 7 S BB HARZE I T BRISTEI R &7 | ( Strategic National
Asset) - 75 2010 4 5 F » BT £ JoMIpR L T H Keith B. Alexander 5 4 35 B4R ) &
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Right now, a bitter global war is raging,

— SRR R

But you won't be seeing military hardware or armed troops on the evening news.

BT B2 T amAy > A R SR A

This is a silent, covert battle waged in the secrecy of cyberspace for the control of our information and data.

e AR ARG - (S ZE M R b - REZEHRIR MR E R AR -

And I’m not just talking about identity theft or corporate sabotage,
FIEIAMEZ B 0 E R B SRR -

By accessing highly sensitive computer files, hostile governments can now cripple power grids, water
supplies even nuclear facilities without firing a single shot.

HEIEH = U BRI TR - BOTEUE ] AP E RS BRI - A 3 — A5 -

Creating a national catastrophe has never been easier And the new weapon of choice for the world's
terrorists is the humble laptop.

TEARSFUBANILES 7 Blid B SCHE - MM T BT s e/ )V N TR R -

From the surface, you'd never guess what lies beneath these bleak fields in America's Midwest.

(R b (REA B N A > B SEE T PEED

So here we go, deep underground.

IR -

Yep. There's about 3 million square feet, total.

& EAREREAY 3 EEFLR -

John Clune is the gatekeeper to a vast, hidden, underground bunker.
John Clune ZfRE& K H BV ESTE

This is like the Fort Knox of data? It is.
B BB R G R MR v B O 2 -

This old mine has been converted into one of the most guarded and secure vaults in the United States.

iE BE R A LSRR 2 e e PR e 2 —

This is the heart of it?
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S L 2

The heart of it. So, we're about 125 feet below ground right now.

By > WFIESpRHIE 125 1K -

John doesn't carry keys or swipe cards It's his identity that grants him top-level clearance.
John J& A saRLEF > Ath oy S (it i = PR dE &

Biometric thumb and also face recognition.

GRYUEs Rl

That's the only way that door will open.

iEEME—RIBAFT A -

The only way!
ME—FY |

What he protects is data which in this digital age has become more valuable than gold.

il PReEHYEER - EBESHR Bttt EEE R

Now, this is the heart of it. This is where the company's information is stored and really, what we're
protecting. This is the mission-critical information that companies are run on.

B OB > BEFAFERAHT BRI R IEREARYY - BRI A FEF ER E -

The internet lives here, you're looking at it Cyberspace, cloud computing it's not all up in the sky but hidden
deep beneath the surface.
HeEA T EM » BERIRAT - 484825 M ~ BiwE R NEENRZET » Al EHRRE

These computer servers hold our most precious and private details emails, bank accounts, medical records
everything about us.

ELENERS S T RER - SRR BE - ST BERCH - ATARIRN ISR -

But even all this may not be enough In what's become a covert, silent, cyber war sophisticated computer
hackers will always be one step ahead.

{HEEREAN A e 5 > FEL R RIS FE T - BEZTHERA—DL -

So, Michael, this is your computer You will be the victim in this demonstration And this machine is the
hacker's machine.
Michael - EZ2(RAVEN @ (REnETHYZER > EEREAE)

S
o
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Now, obviously, you are in front of your machine This machine, the hacker’s machine could be anywhere
in the world.

BERRF IR IEAE B R AT > PR B m] DU S — (A% -

It's Kevin Haley's business to stay ahead of the hackers He monitors computer attacks around the world for
Symantec which makes anti-virus software.

Kevin Haley HyT{F2 2885 > fitfy Symantec B5 {5 e BREENE N 8E/EE) - Symantec S5k A
a o

Have a look in their nerve center nearly 10 million attacks on Australian computers alone in a 24-hour
period.

REFE MRS A - BOMNEERS 24 /NRFPIRETA 1 TE RS -

And this is how they hijack your computer.

B M MEE S EREY JT A o

And there is your home page and let's look at the message you got.

EEER > BERERIESE

It's from your friend Danny and he says"check out this great video™ .

REVHA A Danny &% @ BE B AT

So, but while we are watching this, our computer has just got infected.

EERFIEIER - B2 Bt 7

So, clicking on a stupid video, like that having a bit of a laugh.

LB ETRERENRL S o P —

That’s right.
-

What's the damage?
ErER Y 2

We can turn on the webcam we can capture every keystroke that's typed onto that machine.

HREREBHRERS IR - R IES R E T ARG &R -

So, he has completely hijacked my computer? Absolutely.
Rftr5e 5l 7 AV ER ? EEEAY -
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With absolute remote control over it ? That’s right.
AIDLISE IR ? B o

and I don't know, what, | don't know at all, do I? No, you'll never know.
MESEEAFE ? ZHY > IRAAHIE -

There's nothing that'll pop up on the screen to warn me what's going on? No.

TEAEAHERL > BEH? AF -

If anyone wasn't taking the threat of a cyber war seriously what do you say to them?

WRA AL E B - (RS ?

Cyber war has already begun.
HLE R KRR -

KT McFarland is a former Security Adviser to three US Presidents.
KT McFarland /2 —{i7 35 B 484 HY R & 2

If you look up and down this street in Manhattan Wall Street's just around the corner All the major banks,
the stockbroking houses have they been hacked already?
KEBESTEEE  ERERUEE S - FrA RIRT - RELLAE - BEEART ?

They have all been hacked > 80% of all American companies have already been hacked.

AR T JUREBIA F#H AR -

And yet, most American companies spend more on their coffee budget than they do on protecting their IT
systems.
{BERE T FZEIA TS - LLAEEE R AR IRENEE S -

0

Isn’t it ridiculous?

AR RS ?

Sure, they've all been hacked.
= EEZ AR

KT warns hacking technology has moved far beyond mere fraud to become a dangerous weapon of war.

KT && - BEAREITCIREREAERGE - s bk es -

Foreign spies, international crime syndicates and terrorists are now being harbored in cyber-sanctuaries
such as Eastern Europe and China and they have made online the new frontline.
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SPEIfER - BUFEAD SRS BRI 701 #E AL & AT A4S EERE P - B SRR SR - fth MR
ARERAE BLIhA -

We know, for example, that somebody we assume it’s foreign countries have hacked into the electric grid
of the United States.
BT AR IPIMEETEINEA - AR T REIES -

We know they've hacked into the water systems We know they've hacked into the banking systems We
certainly know they've hacked into a lot government agencies.
HMTHEM IR B KB 24 - WREMMARIBIRT 245 - e E MEERZBUFERRT -

It was in 2009 that we first saw how crippling a cyber attack could be.
2009 FHATE R RG4S BB E M -

US authorities were blind-sighted when cyber spies hacked into parts of the US power grid They quickly
ran tests to see what damage a computer virus could do.

EHERTEEENE  AHEGHBRARIES - MRS - B (EER R EER KT
BRI -

They were shocked Generators and transformers could be overridden overloaded and destroyed.
RO NERE - WERNERGSEEGIN AR R -

It was a nightmare scenario.
s -

Hackers had proved that they could hijack power grids across the United States and with just one keystroke,
cause mass blackouts.

MR ORI REES - — iR RS NIEE -

Previously unthinkable social and economic chaos suddenly was very possible.
FERITAER ST G 4R B SRS T A -

I think the software in the power grid that could give somebody control of the grid and allow them to cause
things to explode like Transformers | think that's an act of war.

Hd Ry PR AR e N BT RENY - B F AW ERSIRNE - Bl B EsF TR -

Richard Clarke was Counter-Terrorism Chief under both Presidents Clinton and Bush.
Richard Clarke /& v MRIERIAR ARG I S R4S -
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A lot of things that are traditionally done in warfare with bullets and bombs can now be done by cyber
attack.

TRZAE (RS A58~ MESERAY RS - SR BB Bt RE IR -

Clarke famously warned Washington DC heavyweights of the 9/11 attacks before they happened and few
listened.
Clarke L 9/11 RUEES A Fi - ge B HHE N = EiES - BRRD AMEEM -

He's now just as worried about relentless cyber attacks from countries like China and Russia who he says
are stealing not only military secrets but also raiding classified corporate information.

i ERIFHE B AR K IR VA4S D - SR E A ERI R A0 BRI REE T - S ME M S - &
REEHUDSERVIR Bk -

The intellectual property theft is the greatest knowledge transfer in history.
SITEHRZE RE S R e S B R RV AR -

Who are the villains, who are the cyber criminals?
SR - K FRIE 7

There's no doubt that there are people in China engaged in this Some of them are the Government, the
People's Liberation's Army there's no doubt about that.

Zise A ASHEE D - RO afABE - ARSI - SR HEESE -

China goes into private companies and gets proprietary information, research data and gives that
information to Chinese companies which then compete against the European or American companies that
the Government have spied on.

TR ARALE > ERAEERAIIZEEE - PRI &€ - B BB TS RV
B EE IR o

All of that information is of value and it's all being stolen on a regular basis, quietly, silently.
E—VIE R EEE - R A\ RO iy -

If we could actually see that how do you think we'd react?

AR H B HF3 4 - R B FTE WA E ?

Well, there's no public outcry, there's no outrage, there're no body bags lying in the street, there are no
bloody corpses we can show on TV. So it's a very quiet thing.
BEBEN G5 EARKL  FABRHNRG - A gEEfamEt - &G A g R EAmiESm

B A sl £

e Y o
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And you don't have to be connected to the internet to be infected. Perhaps the most destructive and
sophisticated virus to date was Stuxnet.

IRE AT PR G IR A 2 B PR B U INHE R a5 - TR Stuxnet i -

It was most likely planted on a portable USB flash drive and physically inserted into a computer at an
Iranian nuclear facility ingeniously designed to activate itself.

B E R ] BE AR —(E (Y USB POFEREh s » fiifE — S LR PR i N HY RS | - Eakat
IEb o mE B RRUE

What happened was that this very sophisticated 50,000 lines of computer code very sophisticated worm got
in to eventually destroy the nuclear centrifuges Over 1,000 of the nuclear centrifuges were physically
destroyed without a missile, without a bomb That's the good part

15 B MY 5 BRSNS - IREEAEVIRERR T - R AEERE A AT % > N — g5
A TERZEE ORI - B EHVIFIE -

The bad part is that somehow that worm then escaped from the building got out into cyberspace and ran
around.

SR e Al L ad N A R (T T o EFIAEAR 2= VU B E

I mean this sounds like the equivalent of stealing the blueprint for the atomic bomb in the Cold War days.

IR B A BRI S R IR o B — A -

That is exactly what it is.
AR

Are you bold enough to say who you think it was?

IRFiE SR MR S

Well, speculation around the world is that either the United States or Israel or some combination of the two
of them did it and I think that's plausible
LS HIFHIESZ BB LAY > S M FTHET-Ey » P RPEEEE -

Stuxnet, which was a fascinating piece of malicious code is kind of what | call "the foot in the door" of
cyber warfare.

Stuxnet & —HET WP HYETE S - Fefl Z Rk B FavaatH -

Do you respect and admire the hacker who created Stuxnet?
IrREE AR AN Stuxnet 1SRG ?

I actually admire the brilliance, the cleverness.
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HE AR A Ay A 2 FIHEE

And that's no faint praise Kevin Mitnick was once the world's most wanted computer hacker He served five
years in jail for hacking into some of America's most powerful corporations.

BREIE—RHYEEE - Kevin Mitnick i &7t 57 A BRsRmERAY B2 - iGN ARSEEIRIEARHIRE
M ZE 5

Are you surprised though that you could get into these companies even in this day and age with all the
warnings about security and cyber safety?

IRE]REIERT > NS5 HIRIREEE S AREELEARSE - HefER T B SR R et %S ?

No, because don't forget even though the companies are smarter, they're much more security-aware the
hackers are also becoming more sophisticated.

A > NHISEC - BIERSEEG IR - R s - Bt S iz -

Who is ahead of the game, then?

A 5 (B 2

| think the hackers.
el B -

Today, Kevin is showing me just one way hackers attack.
SR Kevin TREEE AT AR -

And it's as simple as this: you receive an email that appears to be from your bank asking you to call because
your credit card has some unusual charges It lists a toll-free number that Kevin owns.

AR (RUEISE LRI TR T8 > REEHR—EAEEEN » ZORITFTEFERT -
F R Ay R B EEEL SRR IS Kevin FTHEAHY

Well, yeah.
ey o

They see a toll-free number and it looks legit so they call the number go ahead and listen and watch the
screen.

eI & EA R o8 - MfIEGTEL L - B BE

Kevin accepts your call and then immediately redirects it to the real bank

Kevin # T &858 - MBI RIEEIREIENERT -
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Please enter your full 16-digit credit card number.

R AR 16 (LB A (E R 9RHS

I'm gonna put in my full account number.

et A P55 -

And here it is appearing on the screen Then he simply listens in on your private conversation.

BRI B R E > 2% - M RS R BGE A

The toll-free number really is under my control and I'm what they call "the man in the middle".

o e ER TR E s o BRI T AR, -

Just as alarming are hackers who cover their tracks by hiding in our personal computers and then turn them
against us.

[FEIfEE LHVRE > gE PR A (I A\ BB b EEER RS SR A (T 3 qPIRY

The common tactic is to infect laptops, PCs, mobiles take control of them without us knowing and turn
them into what's known as a "zombie" .
B RIS ARTIRER - EA B F - ERMAAE TEZEM W SATEED TR

ﬁ:a@ﬁﬁ °

Hundreds, sometimes thousands of devices are connected to make one super-computer which could cause
mass social and economic disruption.

B EEHTEEEE G HEREEAK - PR (BN - 5 SR E REORRRL -

They'll send you a document an office document, an Excel spreadsheet, a PDF file, a picture, a movie And
as soon as you open it, game's over. Now the hacker has complete control over your computer.
e 4a n— 3L » Office X ~ Excel A& ~ PDF 8% ~ B | 22 [ » IR —BRRUE R & T -
BRI R e R TR R -

And the fear in America at least is that hijacked computers could be as menacing as hijacked planes.

SRR EE - RS RS SRR A ek -

Ground Zero here we didn't see this attack coming.
BRI E L - RPTERTYAREREE -

Could there be another 9/11 but caused by cyber terrorism? Sure.
R L B RAEEM T RER ? B -
It could have a greater impact on more people and over more time to repair.
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BEEGEEFL N - BERRFREGEX -

Yes, | mean this September 11 that motivated an entire nation to take seriously Islamic Jihad, Islamic
extremism.

911 5[ SE2ERE S - PRI SRR, « TR £ 2 -

And what would happen if there's a cyber attack?

HEREIE =g Sl dRp it o

The difference is we had a hard time finding Osama Bin Laden in a cave in Afghanistan it will be really
hard to find out where a cyber attack initiated from.

TIAE > BAPTREREEA L Z T — (LR PR AL > (H B R D A eSS R R o SR

So you might want to go to war, you might want to defend yourself, you might want revenge but against
whom?

BIEEIRAEREER - BiREE C ~ BHMMBIR - EHGEHTE ?

But rather than wait for the worst-case scenario Dick Clarke for one wants some cyber retaliation now.
SHCAA DSBS - Clarke B2 R JE{FAASHE T 2 «

I think what we really need to do is say to our politicians what are you going to do about it?

AT - SR EEEER  RFIE SR T TE) ?

What are you going to do about the fact that there are all those cyber criminals in Eastern Europe?

IRPIE PRI TE) » ZACHERZK E SRERAVAEE SR 7

What are you going to do about the fact that our factories are being closed and our people are being thrown
out of work because China is stealing our intellectual property in cyberspace?
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Get together with other like-minded governments and make criminals and nations that are stealing
information like this, make them pay a price.
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Thailand Just Banned Bitcoin
By Daniel Stuckey m 25| W Tweet 53

After a whole-hearted attempt to set up shop as a transparent bitcoin exchange, Bitcoin Co. Ltd
has been shutdown by the country's central bank Although there's no official law prohibiting the
use of bitcoins and bitcoin accessories, "senior members of the Foreign Exchange Administration
and Policy Department” are those responsible to decide such policies. And their decision is the
first of its kind in the world: Bitcoin is now illegal in Thailand

It may just be the biggest bithurt moment yet. Effective immediately—as the exchange's shutdown

notice explained—the following activities are now forbidden in Thailand

g Bitcoins >

g any goods or senvices in exchange for Bitcoins 'x

ing any g s or servi for Bitcoins z
i coins yone log side of Thailand

eiving Bitcoins from anyon d outside of Thailand
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